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Digital Signature Algorithms

WILLIAM STALLINGS

Abstract In this article, the author describes three digital signature algorithms
that have been approved by the National Institute of Standards and Technology
and which have also been standardized by a number of other organizations,
including ISO, ANSI, and IEEE. Two additional digital signature algorithms
are also discussed.

Keywords asymmetric cryptosystem, digital signature, hash function

1. Introduction

National Institute of Standards and Technology Federal Information Processing
Standards Publication (NIST FIPS PUB) 186-3 [9] defined a digital signature as
follows:

The result of a cryptographic transformation of data that, when properly
implemented, provides a mechanism for verifying origin authentication,
data integrity and signatory non-repudiation.

Thus, a digital signature is a data-dependent bit pattern, generated by an agent
as a function of a file, message, or other form of data block. Another agent can
access the data block and its associated signature and verify that (1) the data block
has been signed by the alleged signer and that (2) the data block has not been altered
since the signing. Further, the signer cannot repudiate the signature.

Digital signature schemes are typically constructed using asymmetric crypto-
graphic algorithms. In FIPS PUB 186-3, NIST specifies three digital signature
schemes: the digital signature algorithm (DSA), the elliptic curve DSA (ECDSA),
and several versions of RSA-based digital signature schemes. One or more of these
schemes have also been adopted by other organizations, including ANSI, ISO,
IEEE, and IETF.

In this article, I present a brief overview of digital signature threats and require-
ments. Then, I discuss each of the three algorithms mentioned in the preceding
paragraph. Because the mechanisms of DSA are somewhat difficult to understand,
I first look at two simpler systems upon which DSA is based: the Elgamal and
Schnorr digital signature schemes.
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2. Overview of Asymmetric Digital Signatures

Figure 1 provides a simplified view of the digital signature process using an asym-
metric cryptosystem. To sign a message, Alice generates a cryptographic hash value
h of the message and then encrypts the hash value with her private key to produce
the signature s. Another party, such as Bob, who has access to the message and
the signature, can verify the signature as follows. Bob generates a cryptographic hash
value h from the message and decrypts the signature s with Alice’s public key to pro-
duce the hash value h’. If h¼ h’, the signature is accepted as valid.

Goldwasser, Micali, and Rivest [5] listed the following types of attacks, in order
of increasing severity. Here, A denotes the user whose signature method is being
attacked, and C denotes the attacker.

. Key-only attack: C only knows A’s public key.

. Known message attack: C is given access to a set of messages and their signatures.

. Generic chosen message attack: C chooses a list of messages before attempting to
breaks A’s signature scheme, independent of A’s public key. C then obtains from
A valid signatures for the chosen messages. The attack is generic, because it does
not depend on A’s public key; the same attack is used against everyone.

. Directed chosen message attack: Similar to the generic attack, except that the list
of messages to be signed is chosen after C knows A’s public key but before any
signatures are seen.

Figure 1. Simplified depiction of essential elements of digital signature process. (Color figure
available online.)
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. Adaptive chosen message attack: C is allowed to use A as an ‘‘oracle.’’ This means
C may request signatures of messages that depend on previously obtained
message-signature pairs.

Goldwasser et al. [5] then defined success at breaking a signature scheme as an
outcome in which C can do any of the following with a non-negligible probability:

. Total break: C determines A’s private key.

. Universal forgery: C finds an efficient signing algorithm that provides an equiva-
lent way of constructing signatures on arbitrary messages.

. Selective forgery: C forges a signature for a particular message chosen by C.

. Existential forgery: C forges a signature for at least one message. C has no
control over the message. Consequently, this forgery may only be a minor nuis-
ance to A.

On the basis of the properties and attacks just discussed, one can formulate the
following requirements for a digital signature [16].

. The signature must be a bit pattern that depends on the message being signed.

. The signature must use some information unique to the sender to prevent both
forgery and denial.

. It must be relatively easy to produce the digital signature.

. It must be relatively easy to recognize and verify the digital signature.

. It must be computationally infeasible to forge a digital signature, either by con-
structing a new message for an existing digital signature or by constructing a
fraudulent digital signature for a given message.

. It must be practical to retain a copy of the digital signature in storage.

A secure hash function, embedded in a scheme such as that of Figure 1, provides a
basis for satisfying these requirements. However, care must be taken in the design of
the details of the scheme.

3. Elgamal DSA

Before examining the NIST DSA, it will be helpful to understand the Elgamal and
Schnorr signature schemes. The Elgamal signature scheme involves the use of the
private key for encryption and the public key for decryption [3, 4].

Before proceeding, one requires a result from number theory. For a prime
number q, if a is a primitive root of q, then

a, a2, . . . , aq–1

are distinct (mod q). It can be shown that if a is a primitive root of q, then

1. For any integer m, am � 1 (mod q) if and only if m � 0 (mod q� 1).
2. For any integers, i, j, ai � aj (mod q) if and only if i � j (mod q� 1).

The global elements of Elgamal digital signature are a prime number q and a,
which is a primitive root of q. User A generates a private=public key pair as follows.

1. Generate a random integer XA, such that 1<XA< q� 1.
2. Compute YA¼ aXA mod q.
3. A’s private key is XA; A’s pubic key is fq, a, YAg.
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To sign a message M, user A first computes the hash m¼H(M), such that m is
an integer in the range 0 �m� q� 1. A then forms a digital signature as follows.

1. Choose a random integer K such that 1 �K� q� 1 and gcd(K, q� 1)¼ 1. That is,
K is relatively prime to q� 1.

2. Compute S1¼ aK mod q.
3. Compute K�1 mod (q� 1). That is, compute the inverse of K modulo q� 1.
4. Compute S2¼K�1 (m – XAS1) mod (q� 1).
5. The signature consists of the pair (S1, S2).

Any user B can verify the signature as follows.

1. Compute V1¼ am mod q.
2. Compute V2 ¼ YAð ÞS1 S1ð ÞS2mod q.

The signature is valid if V1¼V2. I will demonstrate that this is so. Assume that the
equality is true. Then I have

am mod q ¼ YAð ÞS1 S1ð ÞS2 mod q assume V1¼V2

am mod q ¼ aXAS1aKS2 mod q substituting for YA and S1

am�XAS1mod q ¼ aKS2 mod q rearranging terms
m – XAS1 � KS2 mod (q� 1) property of primitive roots
m – XAS1 � KK�1(m – XAS1) mod (q� 1) substituting for S2

For example, I will start with the prime field GF(19); that is, q¼ 19. It has primi-
tive roots f2, 3, 10, 13, 14, 15g. I choose a¼ 10.

Alice generates a key pair as follows:

1. Alice chooses XA¼ 16.
2. Then YA¼ aXA mod q ¼ a16 mod 19¼ 4.
3. A’s private key is 16; A’s pubic key is fq, a, YAg ¼ f19, 10, 4).

Suppose Alice wants to sign a message with hash value m¼ 14.

1. Alice chooses K¼ 5, which is relatively prime to q� 1¼ 18.
2. S1¼ aK mod q¼ 105 mod 19¼ 3.
3. K�1 mod (q� 1)¼ 5�1 mod 18¼ 11.
4. S2¼K�1 (m – XAS1) mod (q� 1)¼ 11 (14 – (16)(3)) mod 18¼� 374 mod 18¼ 4.

Bob can verify the signature as follows.

1. V1¼ am mod q¼ 1014 mod 19¼ 16.
2. V2 ¼ YAð ÞS1 S1ð ÞS2mod q ¼ (43)(34) mod 18¼ 5184 mod 19¼ 16.

Thus, the signature is valid.
The security of Elgamal is based on the difficulty of computing discrete logarithms.

To recover A’s private key, an adversary must computeXA¼ dloga,q(YA). Alternatively,
to recover the one-time key K, an adversary also must compute a discrete logarithm.

4. Schnorr DSA

As with the Elgamal digital signature scheme, the Schnorr signature scheme is
based on discrete logarithms [14, 15]. The Schnorr scheme minimizes the
message-dependent amount of computation required to generate a signature. The
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main work for signature generation does not depend on the message and can be done
during the idle time of the processor. The message-dependent part of the signature
generation requires multiplying a 2n-bit integer with an n-bit integer.

The scheme is based on using a prime modulus p, with p� 1 having a prime
factor q of appropriate size; that is, p� 1 � 0 (mod q). Typical values are
p� 21,024 and q� 2160. Thus, p is a 1,024-bit number, and q is a 160-bit number,
which is also the length of the SHA-1 hash value. The first part of this scheme
is the generation of a private=public key pair, which consists of the following
steps.

1. Choose primes p and q, such that q is a prime factor of p� 1.
2. Choose an integer a, such that aq¼ 1 mod p. The values a, p, and q comprise a

global public key that can be common to a group of users.
3. Choose a random integer s with 0 < s< q. This is the user’s private key.
4. Calculate v¼ a–s mod p. This is the user’s public key.

A user with private key s and public key v generates a signature as follows.

1. Choose a random integer r with 0< r< q and compute x¼ ar mod p. This
computation is a preprocessing stage independent of the message M to be
signed.

2. Concatenate the message with x and hash the result to compute the value e:
e¼H(M k x)

3. Compute y ¼ (rþ se) mod q. The signature consists of the pair (e, y).

Any other user can verify the signature as follows.

1. Compute x’¼ ayve mod p.
2. Verify that e¼H(M k x0).

To see that the verification works, observe that

x0 � ayve � aya�se � ay�se � ar � x mod pð Þ

Hence, H(M k x0)¼H(M k x).

5. NIST DSA

NIST first issued DSA in FIPS PUB 186 in 1991 and revised the scheme in 1993 in
response to public feedback concerning the security of the scheme. There was a
further minor revision in 1996. In 2000, an expanded version of the standard was
issued as FIPS 186-2, subsequently updated to FIPS 186-3 in 2009. This latest ver-
sion also incorporated DSAs based on RSA and on elliptic curve cryptography.
In this section, I discuss DSA.

The DSA uses an algorithm that is designed to provide only the digital signature
function. Unlike RSA and elliptic curve, it cannot be used for encryption or key
exchange. Nevertheless, it is a public-key technique. The DSA is based on the
difficulty of computing discrete logarithms and is derived from the schemes
originally presented by Elgamal and Schnorr.

Figure 2 summarizes the algorithm. There are three parameters that are global
and can be common to a group of users. An N-bit prime number q is chosen. Next,
a prime number p is selected with a length between 512 and 1,024 bits such that q
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divides (p� 1). Finally, g is chosen to be of the form h(p – 1)=q mod p where h is an
integer between 1 and (p� 1) with the restriction that gmust be greater than 1. Thus,
the global public key components of DSA are the same as in the Schnorr signature
scheme.

With these numbers in hand, each user selects a private key and generates a pub-
lic key. The private key x must be a number from 1 to (q – 1) and should be chosen
randomly or pseudorandomly. The public key is calculated from the private key as
y¼ gx mod p. The calculation of y given x is relatively straightforward. However,
given the public key y, it is believed to be computationally infeasible to determine
x, which is the discrete logarithm of y to the base g, mod p.

To create a signature, a user calculates two quantities, r and s, that are functions
of the public key components (p, q, g), the user’s private key (x), the hash code of the
message H(M), and an additional integer k that should be generated randomly or
pseudorandomly and be unique for each signing.

Let M0, r0, and s0 be the received versions of M, r, and s, respectively. Verifi-
cation is performed using the formulas shown in Figure 2. The receiver generates
a quantity v that is a function of the public key components, the sender’s public
key, and the hash code of the incoming message. If this quantity matches the r
component of the signature, then the signature is validated.

Figure 3 depicts the functions of signing and verifying. The structure of the
algorithm, as revealed in Figure 3, is quite interesting. Note that the test at the
end is on the value r, which does not depend on the message at all. Instead, r is a
function of k and the three global public-key components. The multiplicative inverse
of k (mod q) is passed to a function that also has as inputs the message hash code and
the user’s private key. The structure of this function is such that the receiver can
recover r using the incoming message and signature, the public key of the user,

Figure 2. The digital signature algorithm (DSS).
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and the global public key. It is certainly not obvious from Figures 2 or 3 that such a
scheme would work. A proof is provided in FIPS 180.

Given the difficulty of taking discrete logarithms, it is infeasible for an opponent
to recover k from r or to recover x from s.

Another point worth noting is that the only computationally demanding task in
signature generation is the exponential calculation gk mod p. Because this value does
not depend on the message to be signed, it can be computed ahead of time. Indeed, a
user could precalculate a number of values of r to be used to sign documents as
needed. The only other somewhat demanding task is the determination of a multipli-
cative inverse, k�1. Again, a number of these values can be precalculated.

Figure 3. DSA signing and verifying. (Color figure available online.)
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6. ECDSA

FIPS 186-3 includes a new digital signature technique based on elliptic curve cryp-
tography, known as the ECDSA. ECDSA is enjoying increasing acceptance due to
the efficiency advantage of elliptic curve cryptography, which yields comparable
security to other schemes with a smaller key bit length.

First, I give a brief overview of the process involved in ECDSA. In essence, four
elements are involved.

1. All those participating in the digital signature scheme use the same global domain
parameters, which define an elliptic curve and a point of origin on the curve.

2. A signer must first generate a public, private key pair. For the private key, the
signer selects a random or pseudorandom number. Using that random number
and the point of origin, the signer computes another point on the elliptic curve.
This is the signer’s public key.

3. A hash value is generated for the message to be signed. Using the private key, the
domain parameters, and the hash value, a signature is generated. The signature
consists of two integers, r and s.

4. To verify the signature, the verifier uses as input the signer’s public, key, the
domain parameters, and the integer s. The output is a value v that is compared
to r. The signature is verified if v¼ r.

I examine each of these four elements in turn, beginning with the global domain
parameters. Two families of elliptic curves are used in cryptographic applications:
prime curves over Zq and binary curves over GF(2m). For ECDSA, prime curves
are used. The global domain parameters for ECDSA are the following:

q a prime number
a, b integers that specify the elliptic curve equation defined over Zq with the equa-

tion y2¼ x3þ axþ b
G a base point represented by G¼ (xg, yg) on the elliptic curve equation.
n order of point G; that is, n is the smallest positive integer such that nG¼O. This is

also the number of points on the curve.

For key generation, each signer generates a pair of keys, one private and one
public. The signer (Alice) generates the two keys as follows:

1. Select a random integer d, d 2 [1, n� 1].
2. Compute Q¼ dG. This is a point in Eq(a, b).
3. Alice’s public key is Q and private key is d.

The next task is digital signature generation. With the public domain parameters
and a private key in hand, Alice generates a digital signature of 320 bytes for message
m as follows:

1. Select a random or pseudorandom integer k, k 2 [1, n� 1].
2. Compute point P¼ (x, y)¼ kG and r¼ x mod n. If r¼ 0, then go to Step 1.
3. Compute t¼ k�1 mod n.
4. Compute e¼H(m), where H is the SHA-1 hash function, which produces a

160-bit hash value.
5. Compute s¼ k�1(eþ dr) mod n. If s¼O, then go to Step 1.
6. The signature of message m is the pair (r, s).
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For signature verification, Bob knows the public domain parameters and Alice’s
public key. Bob is presented with Alice’s message and digital signature and verifies
the signature as follows:

1. Verify that r and s are integers in the range 1 through n – 1.
2. Using SHA-1, compute the 160-bit hash value e¼H(m).
3. Compute w¼ s�1 mod n.
4. Compute u1¼ ew and u2¼ rw.
5. Compute the point X ¼ (x1, y1) ¼u1Gþ u2Q.
6. If X¼O, reject the signature a.

else compute v¼ x1 mod n.
7. Accept Alice’s signature if and only if v¼ r.

Figure 4 illustrates the signature authentication process. I can verify that this
process is valid as follows. If the message received by Bob is in fact signed by Alice,
then

s ¼ k�1 eþ drð Þ mod n

Figure 4. ECDSA signing and verifying. (Color figure available online.)
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Then,

k ¼ s�1 eþ drð Þ mod n

k ¼ ðs�1eþ s�1drÞ mod n

k ¼ weþ wdrð Þ mod n

k ¼ ðu1 þ u2dÞ mod n

Now consider that

u1G þ u2Q ¼ u1G þ u2dG ¼ ðu1 þ u2dÞG ¼ kG

In step 5 of the verification process, I have v¼ x1 mod n, where, point X ¼ (x1,
y1)¼ u1Gþ u2Q. Thus, I see that v¼ r since r¼ x mod n and x is the x coordinate of
the point kG, and I have already seen that u1Gþ u2Q¼ kG.

7. RSA-PSS DSA

In addition to the DSA and ECDSA, FIPS 186-3 also includes several techniques
based on RSA, all of which were developed by RSA Laboratories and are in wide
use. In this section, I discuss the RSA Probabilistic Signature Scheme (RSA-PSS),
which is the latest of the RSA schemes and the one that RSA Laboratories recom-
mends as the most secure of the RSA schemes.

Because the RSA-based schemes are widely deployed in many applications,
including financial applications, there has been great interest in demonstrating that
such schemes are secure. The three main RSA signature schemes differ mainly in the
padding format the signature generation operation employs to embed the hash value
into a message representative and in how the signature verification operation deter-
mines that the hash value and the message representative are consistent. For all the
schemes developed prior to PSS, it has not been possible to develop a mathematical
proof that the signature scheme is as secure as the underlying RSA encryption=
decryption primitive [7]. The PSS approach was first proposed by Bellare and
Rogaway [1, 2]. This approach, unlike the other RSA-based schemes, introduces a
randomization process that enables the security of the method to be shown to be clo-
sely related to the security of the RSA algorithm itself. This makes RSA-PSS more
desirable as the choice for RSA-based digital signature applications.

Before explaining the RSA-PSS operation, I must describe the mask generation
function (MGF) used as a building block. MGF(X, maskLen) is a pseudorandom
function that has as input parameters a bit string X of any length and the desired
length L in octets of the output. MGFs are typically based on a secure cryptographic
hash function such as SHA-1. An MGF based on a hash function is intended to be a
cryptographically secure way of generating a message digest, or hash, of variable
length based on an underlying cryptographic hash function that produces a
fixed-length output.

The MGF function used in the current specification for RSA-PSS is MGF1,
with the following parameters:

Options Hash Hash function with output hLen octets
Input X Octet string to be masked

maskLen Length in octets of the mask
Output mask An octet string of length maskLen
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MGF1 is defined as follows:

1. Initialize variables.

T¼ empty string
k ¼ dmaskLen=hLene� 1

2. Calculate intermediate values.

for counter¼ 0 to k
Represent counter as a 32-bit string C
T¼T k Hash (X k C)

3. Output results.

mask ¼the leading maskLen octets of T

In essence, MGF1 does the following. If the length of the desired output is equal
to the length of the hash value (maskLen¼ hLen), then the output is the hash of the
input value X concatenated with a 32-bit counter value of 0. If maskLen is greater
than hLen, the MGF1 keeps iterating by hashing X concatenated with the counter
and appending that to the current string T. The output is

Hash X jj0ð Þ Hash ðXj jj j1Þ . . .j jj jHash X jjkð Þ

This is repeated until the length of T is greater than or equal to maskLen, at which
point the output is the first maskLen octets of T.

The first stage in generating an RSA-PSS signature of a message M is to
generate from M a fixed-length message digest, called an encoded message
(EM). Figure 5 illustrates this process. I define the following parameters and
functions:

Options Hash Hash function with output hLen octets. The current
preferred alternative is SHA-1, which produces a
20-octet hash value.

MGF Mask generation function. The current specification
calls for MGF1.

sLen Length in octets of the salt. Typically sLen¼ hLen,
which for the current version is 20 octets.

Input M Message to be encoded for signing
emBits This value is one less than the length in bits of the

RSA modulus n.
Output EM Encoded message. This is the message digest

that will be encrypted to form the digital
signature.

Parameters emLen Length of EM in octets¼demBits=8e
padding1 Hexadecimal string 00 00 00 00 00 00 00 00; that is, a

string of 64 zero bits
padding2 Hexadecimal string of 00 octets with a length

(emLen� sLen� hLen� 2) octets followed by the
hexadecimal octet with value 01.

salt A pseudorandom number
bc The hexadecimal value BC
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The encoding process consists of the following steps.

1. Generate the hash value of M: mHash¼Hash(M).
2. Generate a pseudorandom octet string salt and form block M0 ¼ padding1 k

mHash k salt.
3. Generate the hash value of M0: H¼Hash(M0).
4. Form data block DB ¼padding2 k salt.
5. Calculate the MGF value of H: dbMask¼MGF(H, emLen – hLen� 1).
6. Calculate maskedDB¼DB � dbMsk.
7. Set the leftmost 8emLen – emBits bits of the leftmost octet in maskedDB to 0.
8. EM¼maskedDB k H k bc.

I make several comments about the complex nature of this message digest
algorithm. All the RSA-based standardized digital signature schemes involve
appending one or more constants (e.g., padding1 and padding2) in the process
of forming the message digest. The objective is to make it more difficult for an
adversary to find another message that maps to the same message digest as a
given message or to find two messages that map to the same message digest.
RSA-PSS also incorporates a pseudorandom number, namely the salt. Because
the salt changes with every use, signing the same message twice using the same
private key will yield two different signatures. This is an added measure of
security.

Figure 5. RSA-PSS encoding. (Color figure available online.)

322 W. Stallings

D
ow

nl
oa

de
d 

by
 [

w
ill

ia
m

 s
ta

lli
ng

s]
 a

t 0
8:

32
 0

1 
O

ct
ob

er
 2

01
3 



I am now ready to show how RSA-PSS is used to construct and verify signa-
tures. First, each signer performs key generation as follows:

1. Select random primes p and q.
2. Calculate n¼ p� q and /(n)¼ (p� 1)(q� 1).
3. Select integer e</(n) such that gcd(/(n), e)¼ 1.
4. Calculate d¼ e�1 (mod /(n)).
5. The public key is fe, ng; the private key is fd, ng.

For signature generation, treat the octet string EM as an unsigned, nonnegative
binary integer m. The signature s is formed by encrypting m as follows:

s ¼ md mod n

Let k be the length in bits of the RSA modulus n. Then convert the signature value s
into the octet string S of length k=8 octets.

For signature verification, treat the signature S as an unsigned, nonnegative
binary integer s. The message digest m is recovered by decrypting s as follows:

m ¼ se mod n

Then, convert the message representative m to an encoded message EM of length
emLen ¼ dmodBits �1)=8e octets, where modBits is the length in bits of the RSA
modulus n.

EM verification can be described as follows:

1. Generate the hash value of M: mHash¼Hash(M).
2. If emLen< hLenþ sLenþ 2, output ‘‘inconsistent’’ and stop.
3. If the rightmost octet of EM does not have hexadecimal value BC, output

‘‘inconsistent’’ and stop.
4. Let maskedDB be the leftmost emLen� hLen� 1 octets of EM, and let H be the

next hLen octets.
5. If the leftmost 8emLen – emBits bits of the leftmost octet in maskedDB are not

all equal to zero, output ‘‘inconsistent’’ and stop.
6. Calculate dbMask¼MGF (H, emLen – hLen� 1).
7. Calculate DB¼maskedDB � dbMsk.
8. Set the leftmost 8emLen – emBits bits of the leftmost octet in DB to zero.
9. If the leftmost (emLen – hLen – sLen� 1) octets of DB are not equal to

padding2, output ‘‘inconsistent’’ and stop.
10. Let salt be the last sLen octets of DB.
11. Form block M0 ¼ padding1 k mHash k salt.
12. Generate the hash value of M0: H0 ¼Hash(M0).
13. If H¼H0, output ‘‘consistent.’’ Otherwise, output ‘‘inconsistent.’’

Figure 6 illustrates the process. The shaded boxes labeled H and H0 correspond,
respectively, to the value contained in the decrypted signature and the value gener-
ated from the message M associated with the signature. The remaining three shaded
areas contain values generated from the decrypted signature and compared to known
constants. One can now see more clearly the different roles played by the constants
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and the pseudorandom value salt, all of which are embedded in the EM generated by
the signer. The constants are known to the verifier, so that the computed constants
can be compared to the known constants as an additional check that the signature is
valid (in addition to comparing H and H0). The salt results in a different signature
every time a given message is signed with the same private key. The verifier does
not know the value of the salt and does not attempt a comparison. Thus, the salt
plays a similar role to the pseudorandom variable k in the NIST DSA and in
ECDSA. In both of those schemes, k is a pseudorandom number generated by the
signer, resulting in different signatures from multiple signings of the same message
with the same private key. A verifier does not and need not know the value of k.

8. Comparison of DSAs

Each of the three DSAs standardized by NIST has been widely implemented and,
with sufficient key size, provides any desired level of security. Each of the three
can be used with confidence. This section considers the relative advantages of each
method in terms of security strength, computational effort, and degree of accept-
ance.

With respect to relative security strength, a useful guide is NIST SP 800-57 Part 1
[11], which assesses the three algorithms based on the current state of the art. NIST
SP 800-57 Part 1 expresses computational effort for cryptanalysis in terms of bits. To

Figure 6. RSA-PSS EM verification. (Color figure available online.)
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clarify what is meant by strength in terms of bits, consider this example of two
DSAs, A and B. Suppose that A has a private key size of 80 bits. A brute-force or
exhaustive technique for ‘‘breaking the algorithm,’’ which might mean discovering
the private key or finding a message that matches a given signature, takes a level
of effort proportional to the size of the key space, namely 280. Assume that any other
cryptanalytic technique used on A takes greater effort. Thus, I can consider algor-
ithm A to be ideal in the sense that there is no way to break the algorithm that
improves on brute force. Now suppose that algorithm B has a key size of 160 bits
and that there is a mathematical technique for breaking the algorithm that improves
on brute force by a factor of 2. That is, I can break B with a level of effort pro-
portional to 280. In the terminology of SP 800-57, both these algorithms, at their
respective key sizes, have a security strength of 80 bits.

The results from SP 800-57 are shown in Table 1. The key sizes that correspond
to a given level of security are shown for the three algorithms. As can be seen, for a
given level of security, a considerably smaller key size can be used for ECDSA com-
pared to RSA or DSA. For equal key lengths, the security provided by DSA and
RSA is comparable.

The reader might suspect that computational effort is roughly proportional to
key length. This is only partly true. There have been a number of studies on the
relative performance of the RSA, DSA, and ECDSA [6, 13, 17], all of which agree
on the following conclusions:

1. RSA and DSA yield comparable performance at the same key length and hence
same security strength.

2. For comparable levels of security, as indicated by Table 1,
a. ECDSA outperforms RSA=DSA for key generation at all key lengths, and the

performance gap increases as the key length increases.
b. For signature generation, the performance of the three algorithms does not

differ until the larger key sizes, where ECDSA outperforms RSA=DSA.
c. The time to verify a message signed in RSA or DSA is very short. ECDSA lags

behind in performance in every key length, showing nearly linear growth for
increasing key sizes.

Finally, in terms of the degree of acceptance, all three algorithms have been
implemented and deployed in numerous organizations. RSA-based DSAs are the
most popular for enterprise applications. They are very widely deployed and have

Table 1. Comparable key sizes in terms of computational effort for cryptanalysis
(NIST SP-800-57-1)

Security DSA RSA ECDSA

80 L¼ 1,024; N¼ 160 k¼ 1,024 f¼ 160–223
112 L¼ 2,048; N¼ 224 k¼ 2,048 f¼ 224–255
128 L¼ 3,072; N¼ 256 k¼ 3,072 f¼ 256–383
192 L¼ 7,680; N¼ 380 k¼ 7,680 f¼ 384–511
256 L¼ 15,360; N¼ 512 k¼ 15,360 f¼ 512þ
DSA: L¼ size of public key (prime modulus p); N¼ size of private key (prime factor q);
RSA: k¼ size of public key modulus n; ECDSA: f¼ size of global domain parameter n.
All values are in bits.
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been in use for a number of years. DSA, first introduced by NIST in 1991, has gained
broad acceptance particularly among U.S. federal agencies and has had some com-
mercial success as well. ECDSA is a more recent alternative, but because of the
efficiency advantage of elliptic curve cryptography for a variety of cryptographic
applications and the performance advantage of ECDSA for signature generation
and key generation, ECDSA has also emerged as a popular choice.

One point worth considering is that NIST itself seems to be deprecating the use
of DSA. In providing key size guidance in NIST SP 800-57 Part 3 [10], NIST only
lists recommended digital signature key sizes for DSA (1,024 and 2,048 bits) and
ECDSA (256 bits) and notes that DSA, though approved for use, is omitted to
enhance interoperability. This suggests that going forward, DSA will gradually
become less popular relative to the two other digital signature schemes.

Also worth considering is the United States National Security Agency’s Suite B
specifications. In 2005, the NSA issued Suite B, which defined the algorithms and
strengths needed to protect both sensitive but unclassified (SBU) and classified infor-
mation for use in its Cryptographic Modernization program [8, 12]. For digital sig-
natures, NSA includes only the ECDSA algorithm, with key sizes of 256 and 384
bits.
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