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Format-preserving encryption: Overview and NIST 
specification 
William Stallings 

ABSTRACT 
This article reviews the concepts of and motivation for format- 
preserving encryption (FPE), and then describes three FPE 
algorithms approved by the National Institute of Standards and 
Technology (NIST). 
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Introduction 

Format-preserving encryption (FPE) refers to any encryption technique that 
takes a plaintext in a given format and produces a ciphertext in the same 
format. For example, credit cards consist of 16 decimal digits. An FPE that 
can accept this type of input would produce a ciphertext output of 16 decimal 
digits. Note that the ciphertext need not be, and in fact is unlikely to be, a 
valid credit card number. It will, however, have the same format and can 
be stored in the same way as credit card number plaintext. 

A simple encryption algorithm is not format preserving, with the exception 
that it preserves the format of binary strings. For example, Table 1 shows 
three types of plaintext for which it might be desired to perform FPE. The 
third row shows examples of what might be generated by an FPE algorithm. 
The fourth row shows (in hexadecimal) what is produced by AES with a 
given key. 

Motivation 

FPE facilitates the retrofitting of encryption technology to legacy applications, 
where a conventional encryption mode might not be feasible because it would 
disrupt data fields/pathways. FPE has emerged as a useful cryptographic tool, 
whose applications include financial-information security, data sanitization, 
and transparent encryption of fields in legacy databases. 

The principal benefit of FPE is that it enables protection of particular data 
elements in a legacy database that did not provide encryption of those data 
elements, while still enabling workflows that were in place before FPE was 
in use. With FPE, as opposed to ordinary AES encryption or TEA encryption, 
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no database schema changes and minimal application changes are required. 
Only applications that must see the plaintext of a data element must be 
modified, and generally these modifications will be minimal. 

Difficulties in designing an FPE 

A general-purpose, standardized FPE should meet a number of requirements: 
1. The ciphertext is of the same length and format as the plaintext. 
2. It should be adaptable to work with a variety of character and number 

types. Examples include decimal digits, lowercase alphabetic characters, 
and the full character set of a standard keyboard. 

3. It should work with variable plaintext lengths. 
4. Security strength should be comparable to that achieved with AES. 
5. Security should be strong even for very small plaintext lengths. 

Meeting the first requirement is not at all straightforward. As illustrated in 
Table 1, a straightforward encryption with AES yields a 128-bit binary block 
that does not resemble the required format. Also, a standard symmetric block 
cipher is not easily adaptable to produce an FPE. 

Consider a simple example. Assume that we want an algorithm that can 
encrypt decimal digit strings of maximum length 32 digits. The input to the 
algorithm can be stored in 16 bytes (128 bits) by encoding each digit as four 
bits and using the corresponding binary value for each digit (e.g., 6 is encoded 
as 0101). Next, we use AES to encrypt the 128-bit block, in the following 
fashion: 
1. The plaintext input X is represented by the string of 4-bit decimal digits 

X[1] … X[16]. If the plaintext is less than 16 digits long, it is padded out 
to the left (most significant) with zeros. 

2. Treating X as a 128-bit binary string and using key K, form ciphertext 
Y ¼AESK(X). 

3. Treat Y as a string of length 16 of 4-bit elements. 
4. Some entries in Y may have values greater than 9 (e.g., 1100). To generate 

ciphertext Z in the required format, calculate   

Z i½ � ¼ Y i½ �mod 10; 1 � i � 16  

Table 1. Comparison of FPE and AES.  
Credit card Tax ID Bank account number  

Plaintext 8123 4512 3456 6780 219-09-9999 800N2982 K-22 
FPE 8123 4521 7292 6780 078-05-1120 709G9242H-35 
AES (hex) af411326466add24 7b9af4f3f218ab25 9720ec7f793096ff 

c86abd8aa525db7a 07c7376869313afa d37141242e1c51bd  
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This generates a ciphertext of 16 decimal digits, which conforms to the 
desired format. However, this algorithm does not meet the basic requirement 
of any encryption algorithm of reversibility. It is impossible to decrypt Z to 
recover the original plaintext X because the operation is one-way; that is, it 
is a many-to-one function. For example, 12 mod 10 ¼ 2 mod 10 ¼ 2. Thus, 
we must design a reversible function that is both a secure encryption 
algorithm and format preserving. 

A second difficulty in designing an FPE is that some input strings are quite 
short. For example, consider the 16-digit credit card number (CCN). The first 
six digits provide the issuer identification number (IIN), which identifies the 
institution that issued the card. The final digit is a check digit to catch typo-
graphical errors or other mistakes. The remaining nine digits are the user’s 
account number. However, a number of applications require that the last four 
digits be in the clear (the check digit plus three account digits) for applications 
such as credit card receipts, which leaves only six digits for encryption. Now, 
suppose that an adversary is able to obtain a number of plaintext/ciphertext 
pairs. Each such pair corresponds to not just one CCN, but multiple CCNs that 
have the same middle six digits. In a large database of CCNs, there may be mul-
tiple card numbers with the same middle six digits. An adversary may be able to 
assemble a large dictionary mapping known six-digit plaintexts to their corre-
sponding ciphertexts. This could be used to decrypt unknown ciphertexts from 
the database. As pointed out in Bellare, Rogaway, and Spies (2010a), in a data-
base of 100 million entries, on average about 100 CCNs will share any given 
middle six digits. Thus, if the adversary has learned k CCNs and gains access 
to such a database, the adversary can decrypt approximately 100 k CCNs. 

The solution to this second difficulty is to use a tweak, which functions in 
much the same manner as a salt used with passwords. The concept of the 
tweakable block cipher was first introduced in Liskov, Rivest, and Wagner 
(2002) An ordinary block cipher has two inputs: the encryption key, which 
must be kept secret, and the plaintext. The tweakable block cipher adds an 
additional input parameter, the tweak, which alters the algorithm so that 
for a given plaintext and given key, different tweaks produce different 
ciphertexts. The tweak itself need not be secret and must be shared with 
the encryption and decryption sites. 

For example, the tweak for CCNs could be the first two and last four digits 
of the CCN. Prior to encryption, the tweak is added, digit-by-digit mod 10, to 
the middle six-digit plaintext, and the result is then encrypted. Two different 
CCNs with identical middle six digits will yield different tweaked inputs and 
therefore different ciphertexts. Consider the following: 

CCN Tweak Plaintext Plaintext þ Tweak  

4012 8812 3456 1884 401884 123456 524230 
5105 1012 3456 6782 516782 123456 639138  

CRYPTOLOGIA 3 
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Two CCNs with the same middle six digits have different tweaks and 
therefore different values to the middle six digits after the tweak is added. 

Feistel structure for FPE 

As the preceding discussion shows, the challenge with FPE is to design an 
algorithm for scrambling the plaintext that is secure, preserves format, and 
is reversible. A number of approaches have been proposed in recent years 
(Bellare et al. 2009; Rogaway 2010) for FPE algorithms. The majority of these 
proposals use a Feistel structure. Although IBM introduced this structure 
with their Lucifer cipher (Smith 1971) almost half a century ago, it remains 
a powerful basis for implementing ciphers (Stallings 2015). It was used in 
the Data Encryption Standard and is still in use in the NIST-approved Triple 
Data Encryption Algorithm (TDEA). In addition, the Camellia block cipher is 
a Feistel structure; it is one of the possible symmetric ciphers in TLS and a 
number of other Internet security protocols. 

This section provides a general description of how the Feistel structure can 
be used to implement an FPE. In the following section, we look at three specific 
Feistel-based algorithms that are in the process of receiving NIST approval. 

Encryption and decryption 

Figure 1 shows the Feistel structure used in all the NIST algorithms, with 
encryption shown on the left-hand side and decryption on the right-hand side. 
The input to the encryption algorithm is a plaintext character string of n ¼
u þ v characters. If n is even, then u ¼ v; otherwise, u and v differ by 1. The 
two parts of the string pass through an even number of rounds of processing 
to produce a ciphertext block of n characters with the same format as the plain-
text. Each round i has inputs Ai and Bi, derived from the preceding round 
(or plaintext for round 0). 

All rounds have the same structure. On even-numbered rounds, a substi-
tution is performed on the left part (length u) of the data, Ai. This is done 
by applying the round function FK to the right part (length v) of the data, 
Bi, and then performing a modular addition of the output of FK with Ai. 
The addition function is described subsequently. On odd-numbered rounds, 
the substitution is done on the right part of the data. FK is a one-way function 
that converts the input into a binary string, performs a scrambling transform-
ation on the string, and then converts the result back into a character string of 
suitable format and length. The function has as parameters the secret key K, the 
plaintext length n, a tweak T, and the round number i. 

The process of decryption is essentially the same as the encryption process. 
The differences are (1) the addition function is replaced by a subtraction 
function that is its inverse, and (2) the order of the round indices is reversed. 

4 W. STALLINGS 

D
ow

nl
oa

de
d 

by
 [

M
r 

W
IL

L
IA

M
 S

T
A

L
L

IN
G

S]
 a

t 0
8:

04
 1

4 
Ju

ne
 2

01
6 



To demonstrate that the decryption produces the correct result, Figure 1b 
shows the encryption process going down the left-hand side and the decryption 
process going up the right-hand side. The diagram indicates that at every round, 
the intermediate value of the decryption process is equal to the corresponding 
value of the encryption process. We can walk through the figure to validate this, 
starting at the bottom. The ciphertext is produced at the end of round r � 1 as a 
string of the form Ar ∥ Br, with Ar and Br having string lengths u and v, respect-
ively. Encryption round r � 1 can be described with the following equations:  

Ar ¼ Br � 1   

Br ¼ Ar � 1þ FK ½Br � 1�

Figure 1. Feistel structure for FPE.  
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Because we define the subtraction function to be the inverse of the addition 
function, these equations can be rewritten:  

Br � 1 ¼ Ar   

Ar � 1 ¼ Br � FK ½Br � 1�

It can be seen that the last two equations describe the action of round 0 of 
the decryption function, so that the output of round 0 of decryption equals 
the input of round r � 1 of encryption. This correspondence holds all the 
way through the r iterations, as is easily shown. 

Note that the derivation does not require that F be a reversible function. To 
see this, take a limiting case in which F produces a constant output (e.g., all 
ones) regardless of the values of its input. The equations still hold. 

Character strings 

The NIST algorithms, and the other FPE algorithms that have been proposed, 
are used with plaintext consisting of a string of elements, called characters. 
Specifically, a finite set of two or more symbols is called an alphabet, and 
the elements of an alphabet are called characters. A character string is a finite 
sequence of characters from an alphabet. Individual characters may repeat in 
the string. The number of different characters in an alphabet is called the base, 
also referred to as the radix of the alphabet. For example, the lowercase 
English alphabet a, b, c, … has a radix of 26. For purposes of encryption 
and decryption, the plaintext alphabet must be converted to numerals, where 
a numeral is a nonnegative integer that is less than the base. For example, for 
the lowercase alphabet, the assignment could be characters a, b, c, …, z map 
into 0, 1, 2, …, 25. 

A limitation of this approach is that all elements in a plaintext format must 
have the same radix. For example, an identification number that consists of an 

Figure 2. Algorithm PRF(X).  
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alphabetic character followed by nine numeric digits cannot be handled in 
format-preserving fashion by the FPEs that have been implemented so far. 

The NIST document defines notation for specifying these conversions 
(Table 2a). To begin, it is assumed that the character string is represented 
by a numeral string. To convert a numeral string X into a number, the 
function NUMradix(X) is used. Viewing X as the string X[1] … X[m] with 
the most significant numeral first, the function is defined as  

NUMradix Xð Þ ¼
Xm

i¼1
X i½ � radixm� i ¼

Xm� 1

i¼0
X m � i½ � radixi  

For example, consider the string zaby in radix 26, which converts to the 
numeral string 25 0 1 24. This converts to the number x ¼ (25 × 263) þ
(1 × 261) þ 24 ¼ 439,450. To go in the opposite direction and convert 
from a number x < radixm to a numeral string X of length m, the function 
is STRm

radix xð Þ used:   

STRm
radix xð Þ ¼ X 1½ � . . . X m½ �; where

X i½ � ¼
x

radixm� 1

j k
mod radix; i ¼ 1 . . . m 

With the mapping of characters to numerals and the use of the NUM 
function, a plaintext character string can be mapped to a number and stored 
as an unsigned integer. We would like to treat this unsigned integer as a bit 

Table 2. Notation and parameters used in FPE algorithms. 
(a) Notation  
[x]s Converts an integer into a byte string; it is the string of s bytes that encodes the  

number x, with 0 � x < 28s. The equivalent notation is STR8s
2 xð Þ. 

LEN(X) Length of the character string X. 
NUMradix(X) Converts strings to numbers. The number that the numeral string X represents in base 

radix, with the most significant character first. In other words, it is the non-negative 
integer less than radixLEN(X) whose most-significant-character-first representation in 
base radix is X. 

PRFK(X) A pseudorandom function that produces a 128-bit output with X as the input, using 
encryption key K. 

STRm
radix xð Þ Given a nonnegative integer x less than radixm, this function produces a representation of 

x as a string of m characters in base radix, with the most significant character first 
[i … j] The set of integers between two integers i and j, including i and j. 
X[i … j] The substring of characters of a string X from X[i] to X[j], including X[i] and X[j]. 
REV(X) Given a bit string, X, the string that consists of the bits of X in reverse order. 

(b) Parameters 
radix The base, or number of characters, in a given plaintext alphabet. 
tweak Input parameter to the encryption and decryption functions whose confidentiality is not 

protected by the mode. 
tweakradix The base for tweak strings. 
minlen Minimum message length, in characters. 
maxlen Maximum message length, in characters. 
maxTlen Maximum tweak length.  
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string that can be input to a bit-scrambling algorithm in FK. However, different 
platforms store unsigned integers differently, some in little-endian and some in 
big-endian fashion. One more step is needed. By the definition of the STR 
function, STR8s

2 Xð Þ will generate a bit string of length 8s, equivalently a byte 
string of length s, which is a binary integer with the most significant bit first, 
regardless of how x is stored as an unsigned integer. For convenience, the fol-
lowing notation is used: x½ �s¼ STR8s

2 xð Þ. Thus, NUMradix Xð Þ½ �
s will convert the 

character string X into an unsigned integer and then convert that to a byte 
string of length s bytes with the most significant bit first. 

The function Fk 

We can now define in general terms the function FK. The core of FK is 
some type of randomizing function whose input and output are bit strings. 
For convenience, the strings should be multiples of 8 bits, forming byte 
strings. Define m to be u for even rounds and v for odd rounds; this spe-
cifies the desired output character string length. Define b to be the number 
of bytes needed to store the number representing a character string of m 
bytes. Then, the round, including FK, consists of the following general 
steps: 

Steps 1 through 3 constitute the round function FK. Step 3 is presented 
with Y, which is an unstructured bit string. Because different platforms 
may store unsigned integers using different word lengths and endian 
conventions, it is necessary to perform NUM2(Y) to get an unsigned integer 
y. The stored bit sequence for y may or may not be identical to the bit 
sequence for Y. 

The pseudorandom function in step 2 need not be reversible. Its purpose is 
to provide a randomized, scrambled bit string. Virtually all FPE schemes that 
use the Feistel structure use the encryption algorithm AES as the basis for the 
scrambling function to achieve strong security. 

Relationship between radix, message length, and bit length 

Consider a numeral string X of length len and base radix. If we convert this to 
a number x ¼NUMradix(X), then the maximum value of x is radixlen � 1. The 

1. Q ← [NUMradix(X)]b Converts numeral string X into byte string Q of length b bytes 
2. Y ← RAN[Q] A pseudorandom function PRNF scrambles the bits of Q to produce byte string Y 
3. y ← NUM2(Y) Converts Y into unsigned integer 
4. c ← (NUMradix(A) þy) 

mod radixm 
Converts numeral string A into an integer and adds to y, modulo radixm 

5. C  STRm
radix cð Þ Converts c into a numeral string C of length m 

6. A ← B; B ← C Completes the round by placing the unchanged value of B from the preceding 
round into A, and placing C into B  
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number of bits needed to encode x is  

bitlen ¼ LOG2ðradixlenÞ
� �

¼ lenLOG2 radixð Þd e

Observe that an increase in either radix or len increases bitlen. Often, we 
want to limit the value of bitlen to some fixed upper limit, for example 128 
bits, which is the size of the input to AES encryption. We also want the 
FPE to handle a variety of radix values. The typical FPE, and all the ones 
discussed subsequently, allow a given range of radix values and then define 
a maximum character string length in order to provide the algorithm with 
a fixed value of bitlen. Let the range of radix values be from 2 to maxradix 
and the maximum allowable character string value be maxlen. Then, the 
following relationship holds:  

maxlen � bitlen=LOG2 radixð Þb c; or equivalently   

maxlen � bitlen� LOGradix 2ð Þb c

For example, for a radix of 10, maxlen � ⌊0.3 × bitlen⌋; for a radix of 26, 
maxlen � ⌊0.21 × bitlen⌋. The larger the radix is, the smaller the maximum 
character length is for a given bit length. 

NIST methods for FPE 

In March 2016, NIST issued SP 800-38G: Recommendation for Block Cipher 
Modes of Operation: Methods for Format-Preserving Encryption. This Rec-
ommendation specifies three methods for FPE, called FF1, FF2, and FF3. 
The three methods all use the Feistel structure shown in Figure 1. They 
employ somewhat different round functions FK, which are all built on the 
use of AES. Important differences are the following: 
.� FF1 supports the greatest range of lengths for the plaintext character string 

and the tweak. To achieve this, the round function uses a cipher-block- 
chaining (CBC) style of encryption, whereas FF1 and FF2 employ simple 
electronic code book (ECB) encryption. 

.� FF2 uses a different subkey generated from the encryption key for each 
round, whereas FF1 and FF2 use the encryption key directly in each round. 
The use of subkeys may help protect the original key from side-channel 
analysis, which is an attack based on information gained from the physical 
implementation of a cryptosystem, rather than brute force or cryptanalysis. 
Examples of such attacks are attempts to deduce key bits based on power 
consumption or execution time. 

.� FF3 offers the lowest round count, eight, compared to ten for FF1 and FF2, 
and is the least flexible in the tweaks that it supports. 
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Algorithm FF1 

Algorithm FF1 was submitted to NIST as a proposed FPE mode (Bellare et al. 
2010a, 2010b) with the name FFX[Radix]. FF1 uses a pseudorandom function 
PRFK(X) that produces a 128-bit output with inputs X that is a multiple of 128 
bits and encryption key K (Figure 2). In essence, PRFK(X) uses CBC encryp-
tion (Stallings 2010b) with X as the plaintext input, encryption key K, and an 
initial vector (IV) of all zeros. The output is the last block of ciphertext pro-
duced. This is also equivalent to the message authentication code known as 
CBC-MAC, or CMAC (Stallings 2010a). 

The FF1 encryption algorithm is defined in Figure 3. The shaded lines cor-
respond to the function FK. The algorithm has ten rounds and the following 
parameters (Table 2b):  
.� radix ∈ [2 … 216] 
.� radixminlen ≥ 100 
.� minlen ≥ 2 
.� maxlen < 232. For the maximum radix value of 216, the maximum bit length 

to store the integer value of X is 16 × 232 bits; for the minimum radix value 
of 2, the maximum bit length to store the integer value of X is 232 bits. 

.� maxTlen < 232 

The inputs to the encryption algorithm are a character string X of length n 
and a tweak T of length t. The tweak is optional in that it may be the empty 
string. The output is the encrypted character string Y of length n. What 
follows is a step-by-step description of the algorithm. 

Figure 3. Algorithm FF1 (FFX[Radix]).  
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(1, 2) The input X is split into two substrings A and B. If n is even, A and B are 
of equal length. Otherwise, B is one character longer than A. 

(3) The expression ⌈v LOG2(radix)⌉ equals the number of bits needed to 
encode B, which is v characters long. Encoding B as a byte string, b is 
the number of bytes in the encoding. The definition of d ensures that 
the output of the Feistel round function is at least 4 bytes longer than 
this encoding of B, which minimizes any bias in the modular reduction 
in Step 5.vi, as explained subsequently. 

(4) P is a 128-bit (16-byte) block that is a function of radix, u, n, and t. It 
serves as the first block of plaintext input to the CBC encryption mode 
used in 5.ii, and is intended to increase security. 

(5) The loop through the ten rounds of encryption. 
(5.i) The tweak, T, the substring, B, and the round number, i, are encoded as 

a binary string, Q, which is one or more 128-bit blocks in length. To 
understand this step, first note that the value NUMradix(B) produces a 
numeral string that represents B in base radix. How this numeral string 
is formatted and stored is outside the scope of the standard. Then, the 
value [NUMradix(B)]b produces the representation of the numerical 
value of B as a binary number in a string of b bytes. We also have 
the length of T is t bytes, and the round number is stored in a single 
byte. This yields a length of (t þ b þ 1) bytes. This is padded out with 
z ¼ (–t – b � 1) mod 16 bytes. From the rules of modular arithmetic, 
we know that (z þ t þ b þ 1) mod 16 ¼ 0. Thus, the length of Q is one 
or more 128-bit blocks. 

(5.ii) The concatenation of P and Q is input to the pseudorandom function 
PRF to produce a 128-bit output R. This function is the pseudorandom 
core of the Feistel round function. It scrambles the bits of Bi (Figure 1). 

(5.iii) This step either truncates or expands R to a byte string S of length d 
bytes. That is, if d � 16 bytes, then R is the first d bytes of R. Otherwise, 
the 16-byte R is concatenated with successive encryptions of R XORed 
with successive constants to produce the shortest string of 16-byte 
blocks whose length is greater than or equal to d bytes. 

(5.iv) This step begins the process of converting the results of the scrambling 
of Bi into a form suitable for combining with Ai. In this step, the d-byte 
string S is converted into a numeral string in base 2 that represents S. 
That is, S is represented as a binary string y. 

(5.v) This step determines the length m of the character string output that is 
required to match the length of the B portion of the round output. For 
even-numbered rounds, the length is u characters, and for odd-num-
bered rounds, it is v characters, as shown in Figure 1. 

(5.vi) The numerical values of A and y are added modulo radixm. This trun-
cates the value of the sum to a value c that can be stored in m characters. 
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(5.vii) This step converts the c into the proper representation C as a 
string of m characters. 

(5.viii, 5.ix) These steps complete the round by placing the unchanged value of 
B from the preceding round into A, and placing C into B. 

(6) After the final round, the result is returned as the concatenation of 
A and B. 

It may be worthwhile to clarify the various uses of the NUM function in 
FF1. NUM converts strings with a given radix into integers. In step 5.i, B is 
a character string in base radix, so NUMradix(B) converts this into an integer, 
which is stored as a byte string, suitable for encryption in step 5.ii. For step 5. 
iv, S is a byte string output of an encryption function, which can be viewed a 
bit string, so NUM2(S) converts this into an integer. 

Finally, a brief explanation of the variable d is in order, which is best 
explained by example. Let radix ¼ 26 and v ¼ 30 characters. Then, b ¼ 18 
bytes, and d ¼ 24 bytes. Step 5.ii produces an output R of 16 bytes. We desire 
a scrambled output of b bytes to match the input, and so R must be padded 
out. Rather than padding with a constant value such as all zeros, step 5.iii pads 
out with random bits. The result in step 5.iv is a number greater than radixm 

of fully randomized bits. The use of randomized padding avoids a potential 
security risk of using a fixed padding. 

Algorithm FF2 

Algorithm FF2 was submitted to NIST as a proposed FPE mode with the name 
VAES3 (Vance 2011) The encryption algorithm is defined in Figure 4. The 
shaded lines correspond to the function FK. The algorithm has the following 
parameters:  
.� radix ∈ [2 … 28] 
.� tweakradix ∈ [2 … 28] 
.� radixminlen ≥ 100 
.� minlen ≥ 2 
.� maxlen � 2 ⌊120/LOG2(radix)⌋ if radix is a power of 2. For the maximum 

radix value of 28, maxlen � 30; for the minimum radix value of 2, maxlen 
� 240. In both cases, the maximum bit length to store the integer value of X 
is 240 bits, or 30 bytes. 

.� maxlen � 2 ⌊98/LOG2(radix)⌋ if radix is a not a power of 2. For the 
maximum radix value of 255, maxlen � 24; for the minimum radix value 
of 3, maxlen � 124. 

.� maxTlen � ⌊104/LOG2(tweakradix)⌋. For the maximum tweakradix value 
of 28, maxTlen � 13. 
For FF2, the plaintext character alphabet and that of the tweak may be 

different. 

12 W. STALLINGS 

D
ow

nl
oa

de
d 

by
 [

M
r 

W
IL

L
IA

M
 S

T
A

L
L

IN
G

S]
 a

t 0
8:

04
 1

4 
Ju

ne
 2

01
6 



The first two steps of FF2 are the same as FF1, setting values for v, u, A, and 
B. FF2 proceeds with the following steps: 
(3) P is a 128-bit (16-byte) block. If there is a tweak, then P is a function of 

radix, t, n, and the 13-byte numerical value of the tweak. If there is no 
tweak, then P is a function of radix and n. P is used to form an encryp-
tion key in step 4. 

(4) J is the encryption of P using the input key K. 
(5) The loop through the ten rounds of encryption. 
(5.i) B is converted into a 15-byte number, prepended by the round number 

to form a 16-byte block Q. 
(5.ii) Q is encrypted using the encryption key J to yield Y. 

The remaining steps are the same as for FF1. The essential difference is the 
way in which all the parameters are incorporated into the encryption that 
takes place in the block FK. In both cases, the encryption is not simply an 
encryption of B using key K. For FF1, B is combined with the tweak, the 
round number, t, n, u, and radix to form a string of multiple 16-byte blocks. 
Then CBC encryption is used with K to produce a 16-byte output. For FF2, all 
the parameters besides B are combined to form a 16-byte block, which is 
then encrypted with K to form the key value J. J is then used as the key for 
the one-block encryption of B. 

The structure of FF2 explains the maximum length restrictions. In step 3, P 
incorporates the radix, tweak length, the numeral string length, and the tweak 
into the calculation. As input to AES, P is restricted to 16 bytes. With a 

Figure 4. Algorithm FF2 (VAES3).  
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maximum radix value of 28, the radix value can be stored in one byte (byte 
value 0 corresponds to 256). The string length n and tweak length t each easily 
fit into one byte. This leaves a restriction that the value of the tweak should be 
stored in at most 13 bytes, or 104 bits. The number of bits to store the tweak is 
LOG2(tweakradixTlen). This leads to the restriction maxTlen � ⌊104/LOG2 
(tweakradix)⌋. Similarly, step 5i incorporates B and the round number into 
a 16-byte input to AES, leaving 15 bytes to encode B, or 120 bits, so that 
the length must be less than or equal to ⌊120/LOG2(radix)⌋. The parameter 
maxlen refers to the entire block, consisting of partitions A and B, thus 
maxlen � 2 ⌊120/LOG2(radix)⌋. 

Algorithm FF3 

Algorithm FF3 was submitted to NIST as a proposed FPE mode with the 
name BPS-BC (Brier, Peyrin, and Stern 2010). The encryption algorithm is 
defined in Figure 5. The shaded lines correspond to the function FK. The 
algorithm has the following parameters:  

.� radix ∈ [2 … 216] 

.� radixminlen ≥ 100 

.� minlen ≥ 2 

.� maxlen � 2 ⌊LOGradix(296)⌋. For the maximum radix value of 216, maxlen �
12; for the minimum radix value of 2, maxlen � 192. In both cases, the 
maximum bit length to store the integer value of X is 192 bits, or 24 bytes. 

.� Tweak length ¼ 64 bits 

Figure 5. Algorithm FF3 (BPS-BC).  
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FF3 proceeds with the following steps: 
(1, 2) The input X is split into two substrings A and B. If n is even, A and B 

are of equal length. Otherwise, A is one character longer than B, in con-
trast to FF1 and FF2, where B is one character longer than A. 

(3) The tweak is partitioned into a 32-bit left tweak TL and a 32-bit right 
tweak TR. 

(4) The loop through the eight rounds of encryption. 
(4.i) As in FF1 and FF2, this step determines the length m of the character 

string output that is required to match the length of the B portion of the 
round output. The step also determines whether TL or TR will be used 
as W in Step 4ii. 

(4.ii) The bits of B are reversed, then NUMradix(B) produces a 12-byte 
numeral string in base radix; the results are again reversed. A 32-bit 
encoding of the round number i is stored in a 4-byte unit, which is 
reversed and then XORed with W. P is formed by concatenating these 
two results to form a 16-byte block. 

(4.iii) P is encrypted using the encryption key K to yield Y. 
(4.iv) This is similar to step 5.iv in FF1, except that Y is reversed before 

converting it into a numeral string in base 2. 
(4.v) The numerical values of the reverse of A and y are added modulo 

radixm. This truncates the value of the sum to a value c that can be 
stored in m characters. 

(4.vi) This step converts c to a numeral string C. 
The remaining steps are the same as for FF1. 

Algorithm parameter choices 

Several parameters used in the three FPE algorithms are chosen to satisfy 
security requirements: 
.� The length of the key affects the algorithm’s resistance to brute-force attack. 

The choice of AES as the cipher dictates that the key be 16, 24, or 32 bytes 
in length. Most implementations are likely to use the 16-byte length as 
providing adequate security. 

.� The requirement for algorithm mode that radixminlen ≥ 100 precludes a 
generic meet-in-the-middle attack on the Feistel structure. The nature of 
such an attack is described in Patarin (2008), and Appendix H in Bellare, 
Rogaway, and Spies (2010) derives the specific requirement for Feistel- 
based FPEs. 

.� There is a requirement in FF2 that maxlen � 2 ⌊LOGradix(296)⌋ if radix is 
not a power of 2. As explained in [VANC11], when the radix is not a power 
of 2, modular arithmetic causes the value (y mod radixm) to not have 
uniform distribution in the output space, which can result in a crypto-
graphic weakness. 
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Otherwise, the choices of the mode parameters (e.g., radix, minlen, and max-
len) are determined by the needs of the application, not by security considerations. 
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