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Book Review
Stallings, W. Cryptography and Network Security: Principles and Practice, 6th ed. Upper Saddle River, NJ: Prentice

Hall, 2013, 752p., $142.40. ISBN: 13: 978-0133354690.

Cryptography and Network Security: Principles and Practice is the revised sixth edition
by William Stallings. The prolific and exquisite writer presents an up-to-date book
related to computer security and essentials of cryptology. The book is divided
in seven major sections, and through the 20 chapters, Dr. Stallings succeeds in
covering all the aspects of cryptography. From the very start of the book, before the
numbering of the chapters begins, the author explains to readers the improvements
that have been made in the sixth edition while referring to the noteworthy changes.
The material of the book is organized into four basic topics: symmetric/asymmetric
encryption and cryptographic hash functions, matters of authentication and
mutual trust in communication, cryptographic algorithms in network security,
and computer security concerning threats and malicious attacks. The reader is
informed from the start about the most important standards of organizations
developed in network security and cryptography. In chapter 1, the author makes
an introduction to the meanings of computer security and gives definitions of
significant objectives such as confidentiality, authentication, and accountability,
as well as the security attacks and the mechanisms. In the first part of the book,
starting from chapter 2 up to chapter 7, the author introduces the reader to the
techniques of encryption in the classical and the advanced modus, the operation
of block ciphers, and the basic concepts in number theory. In chapters 8–10,
he explains the asymmetric ciphers, the RSA algorithm, and various public–key
cryptosystems. In section 3, Dr. Stallings continues with algorithms related to
data integrity in cryptography, describing the different signature schemes and the
codes functioned in terms of message authentication. In section 4, the author
talks about the matters of trust managing different keys and user authentication
and verification. The last section is dedicated to the issues of network and Web
security, either in electronic communication or in Web exchanges. At the end of
the book, the author offers projects and case studies, laboratory exercises, and sage
examples in specific chapters of the book. The sixth and the seventh chapters,
documents, audiovisual material, supplemental papers, and homework problems
with their solutions are provided online in the so-called Premium Content via a
unique access code in the inner side of the front cover of the book. Cryptography
and Network Security: Principles and Practice is a comprehensive, organized, and
detailed book, with an important educational use. The book is addressed not only
to simple learners or students but also to professionals and academics who need an
analytical and complete book in subjects of cryptography and network security, both
in content and in supporting material of PDF files, slides, problems, and solutions
and projects. The pedagogical characteristic of the book is enhanced by the fact
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that each chapter is enriched with learning objectives, fig-
ures, tables, recommended reading books and papers, key
terms, review questions, and problems. This revised version
of the book contains the topics of the courses recom-

mended by the Information Assurance Security, according
to the ACM/ IEEE Computer Science Curricula 2013.

Reviewed by Nicolas Sklavos
nsklavos@ieee.org
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